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Frequently Asked Questions

What is Paragon II?

Paragon Il is an enterprise-class, Cat5 analog KVM (Keyboard, Video,
Mouse) solution that gives IT professionals the power to securely access
and control servers and other network devices anytime, anywhere.

What are the Enhancements
Included in Paragon Il
Release 4.3?

Paragon Il Release 4.3 offers multifactor authentication access with
smart card technology, which enhances security for both the private
sector and government customers. A Common Access Card
(CAC)/Smart Card reader is built into the Paragon Il Enhanced User
Station (model numbers P2-EUST/C and P2-EUST/C-GOV). As a result,
Paragon Il enables the United States Department of Defense and their
affiliated agencies to easily comply with HSPD-12, maintaining high
security during convenient KVM access of servers.

What is a CAC or Smart
Card Reader?

A smart card (or CAC) reader is a computer peripheral that “reads” a
card’s information, and provides it to an authentication platform for
verification of a user’s credentials. Today’s readers are typically
compact in size and connect to a PC or server via a USB port. Some
computer keyboards and laptop PCs have a built-in card reader.

The Common Access Card (CAC) is a United States Department of
Defense (DoD) smart card issued as standard identification for active
duty military personnel, reserve personnel, civilian employees and
eligible contractor personnel. The CAC is used as a general
identification card as well as for authentication to enable access to DoD
computers, networks and certain DoD facilities. Additionally, many
private sector firms have implemented the use of smart card technology
to enhance the security of their own operations.

What Type of Smart Cards
is Paragon Il Compatible
With?

Paragon Il is compatible with smart cards that follow the ISO 7816 Class
A and AB specifications.
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Paragon Il - Frequently Asked Questions

Questions Answers

How Do | Upgrade to
Release 4.3?

I'm a Paragon Il Customer.

Customers that wish to implement the new card reader solution will need
to purchase a new P2-EUST/C or P2-EUST/C-GOV. A new computer
interface module is also required (P2CIM-AUSB-C or P2CIM-AUSB-C-
GOV). Lastly, a firmware upgrade of the Paragon Il UMT switch to
Release 4.3 is required. Paragon Manager should also be updated to
release.

If you simply want to benefit from the Release 4.3 maintenance
enhancements and are not implementing a card reader solution, only the
PIl UMT and Paragon Manager require firmware upgrades.

Reader Solution?

Which Paragon Il CIMs are
Compatible with the Card

The new Paragon Il CIMs (P2CIM-AUSB-C or P2CIM-AUSB-C-GOV)
are compatible with the new card reader solution. In addition to
providing card reader capabilities, these new CIMs provide all the
functionality of the P2CIM-AUSB and may be used with standard USB
and Sun USB servers.

used with Other CIMs?

Can the New P2-EUST/C be

The new CAC Reader User Stations are compatible with standard P2-
CIMs. As a result, the P2-EUST/C is perfect for use in mixed
configurations that consist of servers with and without smart card
authentication requirements.

| have an External CAC

the User Station?

Reader. Can | Plug It into

Pll Release 4.3 does not support an external CAC reader. For the
added security of a contained solution — and for the convenience that a
built-in reader provides, Raritan has integrated the smart card reader into
the Paragon Il Enhanced User Station.

By integrating the smart card reader into the Paragon Il platform, you are
assured that the reader is compatible with Paragon Il and is simply a
“plug and play” experience.

Adhere to All Industry
Standards and
Specifications?

Does the PIl Card Reader

Raritan has partnered with SCM Microsystems, a leading supplier of
standards-compliant smart card readers, to integrate the SCM reader
into our enhanced user station. SCM has provided more than 2.5 million
GSA-approved readers to the DoD and its agencies. Our partnership
allows Raritan to leverage SCM’s extensive security, technology and
expertise. Customers benefit by knowing that their Paragon Il includes a
certified card-reader solution that adheres to all industry standards and
specifications.

What are the New Video
Redirect (Forced Video)
Enhancements?

Video Redirect is a function that allows an administrator to redirect a
server’s video signal from one user station to another. This is
particularly useful in NOC environments, corporate briefings, training
centers and other places where video information must be displayed to
several people. Video Redirect has been enhanced for easy redirection
of video to another P2-EUST that is connected to stacked and tiered
units, or separate Paragon Il base units (requires Paragon Manager™).
Use of Video Redirect is no longer restricted to the same UMT.
Additionally, end users with the assigned privileges may use the updated
Paragon Manager to perform the redirection. This feature is no longer
restricted to the administrator.
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Questions

Does Paragon Il Support the
IBM BladeCenter®?

Answers

Paragon Il provides support of IBM BladeCenter through a single CIM
connection per BladeCenter chassis. There are two new Paragon Il
CIMs for support of BladeCenter (P2CIM-APS2-B and P2CIM-AUSB-B).
The user experience is similar to working with a tiered Paragon Il
configuration, in that one user may access the servers within a
BladeCenter chassis at one time.

What is Multiple Video?

Multiple Video, also known as “Port Following Switch” enables multiple
user stations to simultaneously view the video output of servers with
multiple video ports. Channel port association for using this feature is
configured in Paragon Manager. Port sharing may be performed
between stacked units of the same Paragon || UMT.

Does Para%on Il Support
CORTRON" Keyboards?

Paragon Il supports CORTRON keyboard model 121 for KVM access in
rugged environments. CORTRON keyboards are the leading choice for
military and other mobile and outdoor installations. Note that only the
P2CIM-AUSB, -APS/2 and -ASUN CIMs are required to support
CORTRON keyboards. Please see the release notes and user guide for
further details on supported features when using these CIMs.

Does Paragon Il Support
Kensington Expert Mouse®?

Paragon Il supports the Kensington Expert Mouse and Turbo Mouse
Trackball, which are popular choices of Macintosh users.

Note that this feature is supported by the Enhanced User Station (P2-
EUST) and for local port access only. Since PS/2 enables the use of up
to three mouse buttons and these products include five or more, they
should be used only when accessing servers that are connected with the
P2-AUSB CIM.

Will the Paragon Il Switch
(R4.3) Work with My Current
User Station and CIMs?

The Paragon Il switch is compatible with all Paragon Il CIMs. For the
most part, Paragon | CIMs are compatible with Paragon Il. Please
reference the Paragon Il compatibility matrix for details. Also, note that
certain CIMs and user stations may not support specific features.
Please refer to the updated User Guide for details on specific features.

Will My Existing User
Station Work with the P2-
UMT (R4.3) and Enhanced
User Station?

Yes, users can continue using their existing User Station (P2-UST) with
the P2-UMT and P2-EUST. The P2-UMT simultaneously operates with
P2-UST and the P2-EUST.

What Cable Lengths does
Raritan Recommend for
Optimal Video Quality?

The maximum recommended cable communication path from P2-EUST
to P2-UMT to P2CIM is 1000 feet. The maximum recommended length
when using the P2-UST is 500 feet. If using non-Belden cable, Raritan
recommends deployment of the P2-EUST in all configurations,
regardless of cable length, to ensure the best performance possible. If
using Belden cable, customers may choose between the P2-UST and
P2-EUST for deployments of less than 500 feet between the user station
and the target device.

The P2-EUST supports the industry’s highest resolutions with up to 1920
x 1440 at distances up to 1000 feet; at refresh rates of 60 Hz. There
have been many cases in which the P2-EUST has been deployed at
distances of greater than 1000 feet from the target device with excellent
video performance.
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Questions

Do | have to Adjust Video
Settings Every Time | Log
In?

Answers

No, Paragon Il will retain the previous video settings. If the P2CIM-Axxx
CIMs with automatic skew compensation support are deployed, the
video will be automatically adjusted. Users do not have to manually
adjust the video clarity for each channel, saving time during product
installations.

Do Both the P2-UST and P2-
EUST Support the Deko®
FastAction Keyboard?

Yes, the P2-EUST, with an appropriate firmware upgrade, will support
the Deko FastAction Keyboard.

What is Ghosting?

“Ghosts” describe the port names of the CIMs that may remain on their
channel ports after the CIMs have been disconnected; these records
appear in black on the OSD of the local user port, or are marked as
inactive in other Raritan interfaces that work with Paragon Il. “Ghosting”
support allows administrators to elect to either keep or delete these
“ghost” records on any given system.

Does P2-HUBPAC Support
Automatic Skew
Compensation?

Yes, P2-HUBPAC supports automatic skew compensation.

Stacking

Paragon Il is a Stackable
Switch. Can | Stack Logical
Units to Increase the
Number of Ports Available?

Yes, Paragon Il provides a stacking capability that eliminates the need to
run cable between logical ‘tiers’ and instead uses only a single stacking
cable and stacking units to add up to 128 ports.

I'd like to Eliminate All
Cables Between Cascaded
Paragon Il Units. Can | do
This?

Yes. For up to 128 server ports per switch, you can use Paragon IlI's
exclusive stacking capability instead of cascading. If you require more
than 128 ports, cascading can be implemented in addition to stacking.

Will Stacking Use Up My
Ports Like Cascading
Does?

No. With just one stacking cable you can stack P2-UMT832M and P2-
UMT1664M units with P2-UMT832S and P2-UMT1664S units, using the
dedicated expansion ports. This gives you 100% non-blocked access
without sacrificing server or user ports.

How Many Paragon I
Switches can be Stacked?

You can stack four P2-UMT832 switches (one P2-UMT832M plus three
P2-UMT832S) and two P2-UMT1664 switches (one P2-UMT1664M plus
one P2-UMT1664S).

Can You Stack Second and
Third Tier Units?

Yes. Please consult the Paragon Il manual for configuration and
compatibility guidelines.

Administration

How can | Check the UMTx
Firmware Version?

Select “scroll lock” twice and then select function “F8.” A field named
“firmware ver:” will display the firmware being used.

Is There an Easier Way to
Upgrade the Firmware
Without having to Plug In a
Serial Cable for Each
Paragon Component?

Yes, Paragon Manager allows you to "push” the firmware to any device
connected to Paragon Il
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Questions Answers

Paragon Il has Event-
Logging Capabilities. Is
There a Way | can Save this
to an Offline File for Future
Auditing Purposes?

Yes, Paragon Manager will allow you to save and store all system events
to an appropriate text file.

Can | Restore My Saved
Paragon Overview Files on
Paragon [I?

Yes, Paragon Manager can read Paragon Overview files and restore this
information into a Paragon Il switch.

Does Each Unit have a
Network Port for Firmware
Upgrades or Just the Base?

All Paragon Il switches have a network port for firmware upgrades. Each
unit can be assigned an IP address and is recognized by the Paragon
Manager software via the network.

Integrated Power

What is “Integrated Power
Management”?

Integrated Power Management offers control of Raritan Remote Power
Management units connected to Paragon Il through a menu choice on
the same OSD as server management.

So | can Access and
Control All My Connected
Power Units via the
Paragon Il OSD?

Yes, Paragon Il lets you control power to any connected device, set
security permissions on a per-outlet basis, power on/off and recycle
power to multipower supply servers, and get status information from
each connected strip.

Compatibility

I have a Serially Controlled
Device (e.g. Unix Server,
Hub). Can | use Paragon Il
to Access and Control this
Device?

Yes. Raritan's ASCII Terminal Converter (AUATC) adapter will convert
the RS-232 connection to PS/2 and VGA video. Connect the AUATC to
your serially controlled device, and then connect to your Paragon I
switch with Cat5 cable for access up to 1000 feet.

| have Suns and/or Macs in
Addition to PCs. Can |
Access and Control them
All with Paragon II?

Yes, the Paragon Il User Station has built-in ports for PS/2, Sun or USB
keyboards and mice. Use Raritan’s Sun or Mac adapters to convert
keyboard and video ports to PS/2 keyboard/mouse and VGA video.

| have a Digital Alpha
Running UNIX and Another
Running OpenVMS, Which
use a Special LK111 or
LK461 Keyboard. How will
that Affect Operation with
My Switch?

The Alphas will operate flawlessly. Raritan's emulation incorporates
unique functions to support LK111 or LK461 keyboards running UNIX
and OpenVMS.

I have a Digital Alpha
Running UNIX and want to
Use a Standard PS/2
Keyboard. How will that
Affect Operation with My
Switch?

Simply connect a Raritan converter (AUKME) to any Alpha running UNIX
and all computers will operate flawlessly with a standard PS/2 keyboard.
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Cabling

Category 5e UTP is
standardized. Why can't |
simply use any Category 5e
UTP cable with Raritan
products, instead of
Raritan-certified cable?

Because UTP cabling is designed to transmit digital data, cable
specifications are optimized for that application. However, because
video data is by its very nature analog, Raritan's exclusive technology —
which enables such high-bandwidth video information to be transmitted
over relatively thinly-shielded Category 5e, 6 or 7 UTP cables — requires
even stricter tolerances for certain cable properties.

One particular UTP cable characteristic — delay skew — has a large
impact on your Raritan system performance. UTP cabling consists of
four "twisted pairs" of wire, each carrying one set of data. In order to
minimize cross-interference between the pairs, each pair must be twisted
at slightly different rates (twists/foot). Over long lengths of cable,
however, slight differences in twist rates result in measurably different
rates of data transmission among each twisted pair. The arrival time
delta is called "delay skew."

How does this affect your Raritan solution? Raritan products send red,
green and blue video information each over a different twisted pair; if that
information does not arrive at the same time, observed video will be
blurry. Raritan's unigue algorithms correct for this behavior, but physical
limitations create upper limits to the success of any algorithm.

Can | use Category 6 UTP
cable?

Yes. Currently only one Category 6 UTP cable product is Raritan-
certified for use with Raritan products. Raritan continues to test new
Category 6 UTP cabling products as they are released to the market.

Can | use non-certified
Category 5e UTP cable?

Yes, but you may not get the same performance as you would with
Raritan-certified Category 5e, 6 or 7 UTP cable. Using non-certified
Category 5e UTP cable with Raritan products results in degraded video
performance, ranging from mildly irritating to unusable.

Non-certified cable may be used acceptably with Raritan products only
when the total cable distance between any user console and any
connected device is less than 300 feet.

Because cable products certified by Raritan do not cost more than
competing cable offerings, Raritan strongly suggests that users utilize
Raritan-certified cabling for maximum performance with Raritan product
applications.

Can | use plain Category 5
UTP cable, instead of
Category 5e UTP?

Yes, however, you may not get the same performance as you would with
Raritan-certified Category 5e, 6 or 7 UTP cable. Standard Category 5
UTP cable may not have the necessary characteristics for transmitting
high-quality video over long distances.
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What UTP cable does
Raritan recommend for use
with the Paragon UMT?

Raritan certifies the following Category 5e UTP and Category 6 UTP
cable products for use with the Paragon UMT.

Category 5e UTP:
Belden DataTwist 350 UTP— #1700A— Solid
Belden DataTwist 350 patch— #1752A— Stranded

Category 6 UTP:
Belden MediaTwist— #1872A— Solid

Use of non-certified cabling can result in video and data degradations
that users may find unsatisfactory. The Raritan-certified cable products
listed above are widely available and competitively priced.

When using Raritan-certified cable, users can transmit video signals at
distances up to 1000 feet at 1920 x 1440 @ 60 Hz, and up to 1000 feet
at 1600 x 1200 @ 75Hz and 85Hz.

(Note: Raritan does not have any marketing relationship with Belden,
nor does Raritan receive any financial incentive for recommending
Belden products.)

What happens if | do not
use Raritan-certified cable?

Cable products that are not specifically certified by Raritan will not
provide you with maximum performance and may cause your video to
look blurry; in particular if the video signal is of high resolution, or if the
video signal must be transmitted over long distances. Furthermore, LCD
monitors can become unusable. We have seen greater tolerances using
the new P2-EUST, but still recommend using the cable described to
ensure the highest video quality.

Can | use standard Ethernet
(10BASE-T) cable?

No, the standard Ethernet cable does not have the necessary bandwidth
characteristics for transmitting high-quality video over long distances.

Hot Key Function

I don't want to use the
"scroll lock" to activate hot-
key. What are my options?

The hot-key activator can be easily changed to a variety of different
keys. When in hot-key mode, touch the desired new hot-key activator
followed by the enter key.

Trackball Keyboard

Can | use a trackball
keyboard?

You can plug any PS/2 keyboard in the keyboard user port of a Raritan
KVM switch.

Connecting USB Devices

My computer has USB
connectors. Can | connect
it to a Raritan KVM switch?

Yes, with the Paragon Il User Station, you can connect a USB keyboard
or mouse. Paragon Il also has CIMs that connect to USB servers
(P2CIM-USB, P2CIM-SUSB).

P2-ZCIMs
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What is the Resize
Command? What does it
do? Why is it useful?

This command is issued to set the Chain Size. The Chain size is the
maximum number of P2ZCIMs allowed in the chain. Smaller chains
have better power status reporting. The Resize command can also be
used to optimize the database memory in Paragon systems. See the
Specifications section to see how this command is issued. The user
must increase the chain size if more P2ZCIMs are added to the chain.
Example: Suppose you have eight new P2ZCIMs and you attach them to
the Paragon UMT. The user will see 42 Database entries for the chain.
This could be a wasteful use of Database memory for users who only
wish to have a maximum of eight P2ZCIMs on that chain. The resize
command can be sent to set the chain to eight P2ZCIMs. Now the user
will only see eight database entries for that chain. Note: If more
P2ZCIMs need to be added to the chain, the chain will need to be
resized.

What is the Refresh
Command? What does it
do? Why is it useful?

This command is issued to reset the Communication Addresses to the
factory default. The Master P2ZCIM then reassigns the Communication
Addresses sequentially. The communication address order will be
different after using this command. This can also be useful for fixing a
problem when all other methods fail. See the Specifications section to
see how this command is issued.

Example: Suppose a user has a P2ZCIM that appears as Channel 42 in
the Paragon User Station Channel view. The user disconnects this
P2ZCIM from the chain and wishes to add it to another chain. When
looking at the Channel view, the user notices that the P2ZCIM still
appears as Channel 42 on the new chain. The user then issues the
Refresh command so that the P2ZCIMs reorder sequentially.

How can | check the CIM
firmware version?

Switch to the CIM. Open up a text window (WordPad, Text Pad, Note
Pad, etc.). Press and hold “Left Control.” Then press “Num Lock.” The
Firmware version will be printed out. Ifitis a USB CIM, you will be able
to choose the keyboard type. To exit this mode press “ESC” (escape

key).

My P2ZCIM chain
disappeared when | turned
off a computer and it
reappeared 20 seconds
later. What happened?

The Master P2ZCIM may have been turned off. If this is the case then a
new P2ZCIM became the Master and the database had to be rebuilt.
This is normal operation.

| only see some of my
P2ZCIMs. What is going
on?

This can happen for a variety of reasons. Listed below are some of the
common techniques for fixing this issue.

1. Wait a couple of minutes. The Master P2ZCIM may be
temporarily confused due to Resizing, Communication Address
conflicts, Multiple Masters, etc.

Make sure that all the P2ZCIMs in the chain have power.

Check all the cables.

Make sure the terminator is in place.

Are there any P2ZCIMs in the chain that do not have
Communication Addresses? P2ZCIMs without Communication
addresses will beep once every minute. The LED will flash on
and off rapidly. If this is the case, check the Chain Size. Resize
if necessary.

If none of these techniques work, try refreshing the P2ZCIM chain.

arwN
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| can’t see all of the P2ZCIM
names, but the status
seems correct. How can |
fix this?

The Master P2ZCIM may have been confused. Usually the chain will fix
itself, if the user waits a couple of minutes. If that does not work, issue
the Refresh command.

It took a while for the
P2ZCIM to be reported as
off. Why?

Due to the possible occurrence of data collisions, a P2ZCIM status must
be checked three times to determine whether or not it is off. This
detection proceeds more quickly if the size of the chain is roughly
proportional to the number of P2ZCIMs in the chain. Resize the chain to
optimize the performance.

| disconnected a complete
P2ZCIM chain from the UMT
and added it to the tail of
another P2ZCIM chain. |
was finally able to see all
the P2ZCIMs but it took
almost a minute. What
happened?

Before connecting the chains, you had one Master per chain. There only
can be one Master per chain. When you connected the chain, there
were suddenly two Masters in the chain. It took a while for this condition
to clear. This is normal operation.

Keyboard and Mouse
behavior are sometimes
erratic when powering up a
computer. Why?

When computers are powered up, P2ZCIM(s) try to obtain
communication addresses from the Master P2ZCIM. Using the keyboard
and mouse during power-up increases the chance of data collision,
increasing the chance of missed keystrokes and erratic mouse behavior.
Generally the user will see slow keyboard/mouse performance instead of
dropped keyboard and mouse packets. If the Master P2ZCIM loses
power, the user may be switched off from the P2ZCIM. We suggest
waiting for power-up to be completed before communicating with the
P2ZClIMs.

Is there a way to find the
Master P2ZCIM in a chain?

Yes. The P2ZCIMs LED status can be used to detect the CIM states.
Please read the LED Status section for more information.

Can Raritan’s Z-Series ZU42
CIMs work with P2ZCIMs?

No. P2ZCIMs use a different protocol, which is not compatible with
ZU42.

A P2ZCIM is beeping every
30-40 seconds and the LED
is blinking very rapidly.
Why is this happening?

A P2ZCIM will beep once every minute to notify the user that it did not
get a Communication Address. The user should check to make sure that
the number of P2ZCIMs has not exceeded the Chain size. If the size is
correct, the problem should disappear after a couple of minutes. If not,
check again to make sure the chain size is correct. The beeping
P2ZCIM will increase the Communication Address Request delay to 40-
55 seconds. The data collision introduced by continued Communication
Address requests should not affect keyboard and mouse functionality;
however, if many units cannot get Communication Addresses, keyboard
and mouse response may slow down. Beeping P2ZCIMs can also occur
if the two chains are connected together to make one chain.

The P2ZCIM beeps when it
first receives power. Why?

This is normal operation. The beep notifies the user that the CIM has
powered up correctly.
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| connected a powered-on
P2ZCIM to another chain
and now the chain size is
wrong. What happened?

The P2ZCIM you added was a Master P2ZCIM. When it was added to
the new chain, it became the Master of that chain as well. The added
P2ZCIM reset the chain to use its last known chain size. The user
should momentarily power off a P2ZCIM before adding it to a new chain
to prevent this problem. The user can resize the chain to correct this
issue.

Enhanced User Station

What are the differences
between the Standard User
Station (P2-UST) and the
Enhanced User Station (P2-
EUST)?

The P2-EUST supports video quality at longer distances and higher
resolutions than the P2-UST. When used with automatic P2CIM-Axxx
CIMs, the P2-EUST will support automatic skew compensation, based
on cable distance and cable types. If desired, automatic skew
compensation can be manually overridden. The improved video quality
permits the range of video gain settings to go from -15 to +15 for the P2-
UST to 0 to +6 for the P2-EUST.

What is skew compensation
and why is it necessary?

Red, green and blue signals have different skews (time delays) when
traveling the distance from the target server to the monitor connected to
a User Station, due to differences in cable distance and type. Skew
compensation resynchronizes the red, green and blue signals by adding
a time delay on the signal that arrives at the user station earlier than the
others.

When | use the P2-EUST,
how can | adjust the video
guality to change the skew
compensation and gain
settings?

Skew compensation is automatic on the P2-EUST, using the automatic
P2CIM-Axxx CIMs. This automatically adjusts for signal losses based on
cable distance and type. Manual skew compensation can, however,
override the P2-EUST’s automatic adjustment, and will continue to be
provided with older CIMs.

To manually set skew compensation, connect to the channel you wish to
adjust. Press the Hot Key to activate the Selection Menu and click on the
[*] or [/] keys on your numeric keypad to select Red, Green or Blue skew
delay. Then click on the [ +] or [ - ] keys on your numeric keypad. The
Skew compensation range is 0 to 31.

To set video gain, see the adjustment value appearing in the Message
Banner at the bottom of the screen; click the [ + ] and/or [ - ] keys to
adjust video gain from 0 to +6 or (from -15 to +15 for the P2-UST) until
you are satisfied with the video quality.

What video resolution and
distances can the P2-EUST
support?

Video quality is often subjective and depends on the cable and monitor
being used, the cable distances and the resolution that a user has set.
The P2-EUST provides video resolutions greater than 1920 x 1440 at
distances over 1000 feet at refresh rates of 60 Hz, and 1600 x 1200 at
distances up to 1000 feet, at refresh rates of 75 Hz and 85 Hz.
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